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Abstract

The discrete logarithm problem over finite fields serves as the source of security for
several cryptographic primitives. The fastest known algorithms for solving the discrete
logarithm problem require solutions of large sparse linear systems over large prime fields,
and employ iterative solvers for this purpose. The published results on this topic are
mainly focused on systems over binary fields, that is, systems coming from integer-
factoring algorithms. Solving systems over large prime fields has not yet received much
research attention. In this thesis, our main goal is to efficiently implement the Wiede-
mann method to solve large sparse linear systems of equations over large prime fields.
The second phase of the Wiedemann method (computation of the minimal polynomial
of a linear sequence) offers several choices including the Berlekamp-Massey and the
Levinson-Durbin algorithms. Assessing the relative performance of the above two vari-
ants of the second phase is another important goal of this work. We first detail our
optimized sequential implementation of the Wiedemann method. Subsequently, we deal
with shared-memory parallel implementations of the Wiedemann method using a small
number of cores. We have been able to achieve a speedup of about four using eight
cores. Our experiments also suggest that the Levinson-Durbin algorithm in the second

stage is more suitable to parallelization than the Berlekamp-Massey algorithm.
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Chapter 1

Introduction

The Discrete Logarithm Problem ( DLP) over finite fields serves as the basis of several
cryptographic primitives. For example, the Diffie-Hellman key-agreement protocol [10],
the ElGamal public-key crypto-system [11] and the Digital Signature Algorithm (DSA)
[20] rely on the difficulty of solving the DLP, for their security to remain intact. Similarly,
the Integer Factorization Problem(IFP) serves as the basis of various important public-
key cryptosystems e.g. RSA [31]. Since most of the public-key crypto-systems are
based on these two computationally hard problems, these problems attract significant
research attention. Because, solving these problems in a feasible time eventually leads
to breaking those crypto-systems. Currently, the best algorithms known to solve these
problems are certain sub-exponential-time sieving algorithms. If x is the positive integer
to be factored, then the time complexity of a sub-exponential algorithm can be expressed
as,

L(z,w,c) = exp|(c + o(1)(Inz)* (In(Inx)) =] (1.1)

for some positive constant ¢ and for some real number w (0 < w < 1). Evidently, smaller
the value of w, the expression gets closer to the polynomial. In this context, The Number
Field Sieve [22, 14] and The Function Field Sieve [2] are the two fastest known methods
and in these methods the value of w is close to 1/3. Before the proposal of these two

algorithms, the Quadratic Sieve, proposed by Carl Pomerance [29], was the best known



algorithm for factoring integers. In fact, it is still used for factoring integers of size < 100
digits. For solving the DLP, these sub-exponential algorithms can be easily adapted to
prime fields and extension fields of small characteristics. Collectively, these methods are

known as Index Calculus Methods.

The algorithms to solve the DLP consist of two phases. The first phase is sieving
which produces linear systems of equations of the form Ax = b. These systems posses
certain characteristics like sparsity. Again, for integer factoring, the equations are mod-
ulo 2 whereas, in case of Discrete Logarithm, these equations are modulo p where p is a

very large prime (may be as big as 512 bits).

Essentially, the fastest known algorithms for solving the DLP require the solution
of large sparse linear systems over finite fields. As the size of the system of equations
increases, standard Gaussian elimination becomes impractical(O(n?)). However, some
alternative iterative methods prove to be computationally more efficient than Gaussian

elimination, particularly for large and sparse linear systems.

Efficient implementations of these iterative system solvers are quite challenging as
the linear-algebra phase often turns out to be the practical bottleneck in the context
of solving the DLP. The Lanczos method [6] and the Wiedemann method [32] are two
iterative system solvers that outperform Gaussian elimination for Large Sparse Linear
Systems. Now, our current objective is to efficiently implement the Wiedemann method
to solve a large sparse linear system in large prime field. While talking of efficient
implementations, the notion of parallelization comes consequently. But in reality, the
sieving part turns out to be massively parallelizable, whereas, the linear system-solving
part provides some resistance to massive parallelization. The main focus of the thesis is
efficient implementation of the Wiedemann’s system solver first in a sequential platform

and then in a multi-core scenario, at least for a limited number of cores.
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1.1  Motivation

The Gaussian Elimination Method is the most popular algorithm which is used to solve
linear systems. But when the size of the system becomes larger, it becomes infeasible to
implement this algorithm. Nonetheless, for comparatively smaller systems it can be used
successfully. But it has been discovered that, some other iterative methods are compu-
tationally more attractive than Gaussian elimination for large and sparse linear systems,
because the fillin of Gaussian elimination is too large to handle for these systems. The
Lanczos [6] and the Wiedemann [32] methods are two iterative methods that can solve
large sparse linear systems much more efficiently than the Gaussian elimination. In
order to speed up the entire algorithm to solve the DLP, efficient implementation and
consequently parallelization of the linear algebra step is an absolute necessity. However,
these iterative methods are inherently sequential, mainly because no iteration in these
algorithms can start before the previous iteration completes. Therefore, the only option
left is to parallelize each iteration of the algorithm. But in that scenario, it essentially
implies parallelization at a relatively fine level. So, scalability or load-balancing issues

(in terms of the number of concurrent processors) become important.

Most of the research works done in this field are either abstract in nature [33] or
focused towards systems over GF'(2) [12, 16, 8]. As mentioned earlier in this chapter,
these kind of systems are generally generated from the sieving when solving Integer
Factorization. There are obviously a lot of advantages of the systems in GF'(2) compare
to those in GF(p). The storing of values can be done in a single bit for the former
case but it requires multi-precision storage in the later. Again, the arithmetics involved
in GF(p) must be multi-precision arithmetics which is too much expensive. Whereas,
the arithmetics involved in GF'(2) can be done in bitwise operations which is obviously
much efficient than the earlier one. These difficulties set the challenges to implement

GF(p) case separately.

The Lanczos Algorithm mentioned earlier, is the most important algorithm as a com-

peting algorithm to the Wiedemann’s. The Lanczos Algorithm has been implemented [5]
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in the exactly same platform, which is being used here to implement the later one. And
the parallel implementation of the former has shown a speed up of 6.57 (using different
library, 4.51 using the library used in our case) over eight cores. Success in implement-
ing Lanczos motivates us to explore several implementation issues of the Wiedemann

Algorithm.

So, in this project our initial objective was to implement Wiedemann Algorithm
sequentially with its two variants (to be discussed in the next chapter). After naive
sequential implementation we tried to optimize the implementations to increase the
performances considering several practical situations with a matrix having dimension
2.2milx1.6mil and possessing special characteristics similar to those coming from sieving
step while solving DLP. Then we tried to parallelize the implementations over an 8-core
platform. We compared the performances of the two variants in both sequential and

multi-core scenario.

1.2  Contribution

The primary object of this thesis is to exploit the implementation issues of the Wiede-
mann Algorithm and to find out how this algorithm responds in parallel scenario. Since
this algorithm uses another algorithm as a subroutine (to be clarified later) to find min-
imal polynomial [32], we have the flexibility to use different algorithms to serve that
purpose. In this thesis we will explore two different algorithms (viz. Berlekamp-Massey
[4] and Levinson-Durbin [19]) from implementation perspective. Comparing these algo-
rithms with respect to different parameters both in sequential and in multi-core scenario

is one of the main theme of the thesis.

First, the Wiedemann Algorithm has been implemented naively using both the sub-
algorithms. Of course, we are dealing with some special systems which are very large and
sparse. S0, considering these issues the implementations were modified with special data

structures. Also, corresponding changes in the subroutines were made. Experiments
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were done with random sparse systems in prime fields of different size.

Since, our ultimate goal was to solve the Discrete Log Problem, the properties of
the systems of equations generated after the sieving part were taken into consideration.
A matrix having similar characteristics to systems generated by the sieving method
having the dimension of 2.2m x 1.6m was taken for the experiment and the sequential

implementation has been optimized using various technique.

Finally, both the implementations has been tried to parallelize over a standard 8-core
platform, and the results obtained from two different subroutines were compared both
in parallel and in sequential scenario. Also, the important characteristics of these two

different algorithms were explored.

1.3 Organization of the thesis

The rest of the thesis is organized as follows. Chapter 2 provides a detailed literature
survey and the theoretical background. In this chapter, all the competing algorithms
are described briefly along with a detailed theoretical foundation for the Wiedemann
Algorithm. In chapter 3, the sequential implementation is described thoroughly. We
mention the difficulties we faced and how they were overcome. Also, a comparative
study of two different implementations is reported with two different subroutines and
the results are analyzed thoroughly. In chapter 4, the parallelization of both the sequen-
tial implementations is described in details and similar to the sequential case both the
implementations are compared and analyzed. Finally, chapter 5 provides the possible

future works related and the conclusion, at which we arrives through the project.






Chapter 2

Related Work and Background

2.1 Introduction

When dealing with large systems of equations, standard Gaussian elimination turns
out to be too costly in terms of time and space. So, some alternative approach was
a necessity, especially for the sparse systems. Because, using the sparsity property
might reduce the complexity of time and space. In this chapter, we are going to discuss
one of the special algorithm viz. Wiedemann Algorithm which iteratively solves very
large systems of equations in feasible time and space. The Lanczos and the Conjugate
Gradient method [30] are two competing iterative solvers for large sparse linear systems
over prime fields. In this chapter, we provide a brief description of these iterative solvers,
collectively known as Krylov space methods. An adaptation of the standard Gaussian

Elimination to reduce the size of the linear systems is also described.

2.2  Gaussian Elimination

Gaussian Elimination is a standard method for solving a linear systems of equations.

This method also finds use in computing the rank of a matrix and in finding the inverse
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of an invertible square matrix. Gaussian Elimination consists of two phases. In the
first phase, it reduces a given system to a triangular or echelon form. In the second
phase, it uses back-substitution to find the solution to the systems of equations provided.
This method has a time-complexity of O(n?), where n is the dimension of the input
matrix. Further, as the size of the prime modulus increases, the system size increases
proportionately. During the first phase of Gaussian Elimination, a large percentage of
matrix elements get modified. As a result, even if we start with a sparse matrix, we
eventually end up getting a dense one after the first phase. So the space requirement of
Gaussian Elimination becomes proportional to O(n3). Henceforth, Standard Gaussian
Elimination can not be a suitable candidate for solving large sparse linear systems. On
the other hand, the alternative iterative methods converge in < n iterations, n being
the number of variables in the concerned system. Each iteration can be completed in
O(nk) times, where k denotes the maximum number of non-zero entries in a row of
a sparse matrix. While solving the DLP, we surely are only interested in the special
matrices which are generated by sieving. For these matrices, we have k& = O(logn),
which leads to the fact that in total, the iterative methods run in O(n*logn) time.
Also, the space requirement becomes O(nlogn). A partial application of the Gaussian
Elimination method, known as the Structured Gaussian Elimination (first proposed
by Odlyzko [25], and later improved by himself and Lamacchia [21]) can often prove
to be quite effective even in the context of sparse matrices. It was designed with an
intention to reduce the size of the system while simultaneously preserving its sparsity.
The method starts by declaring some columns (those with the largest number of non-zero
elements) as heavy and eliminates rows and columns without increasing the sparsity of
the remaining light columns. It is theoretically not very clear about the extent to which
Structured Gaussian Elimination needs to be performed before the matrix is passed to a
sparse system solver. Because, if the elimination is carried out beyond a certain limit, it
results in an unwanted problem called the avalanche. The limit up to which Structured
Gaussian Elimination should be continued depends on a number of parameters and is
determined only empirically. Structured Gaussian Elimination is usually expected to

reduce the number of columns to one-third. We will not study this algorithm in detail
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in this thesis.

2.3 Introduction to Iterative Solvers

Iterative methods like the Lanczos and the Conjugate Gradient methods attempt to
reach a solution by computing successive approximations to the solution starting with
an initial guess. A somewhat different iterative method was proposed by Wiedemann
in 1986. Apart from the vital problem of breakdown associated with some of these
methods, these methods are inefficient when used over GF'(2). The reason is that, these
methods over GF(2) require manipulations with single bits, whereas most computers
handle chunks of 32 or 64 bits simultaneously. Further, if the bit vectors are compressed
for efficiency of storage, the single bits need to be uncompressed before use. These
algorithms should be modified to work with blocks of vectors instead of single vectors.
Block versions of Lanczos [7] and Wiedemann [8] were first proposed by Coppersmith.
He modified these two algorithms so as to run with 32 vectors at a time. After that,
Montgomery [24] came up with a new version of the block Lanczos algorithm. This
method runs faster and is less complicated than the Coppersmith’s one. That is why,

Montgomery’s block Lanczos algorithm is used extensively for Integer Factorization.

After the works of Coppersmith and Montgomery no fundamentally new sparse
solvers are proposed in literature. Instead, the focus gradually shifted from efficient
algorithms to efficient implementations. The efforts started with Montgomery imple-
menting his own version of block Lanczos [24] and parallely Lobo [23] implementing
the block Wiedemann method of Coppersmith. In 1998, Penninga [27] implemented a
variant of the block Wiedemann method suggested to him by Villard, which is based
on algorithm by Beckermann and Labahn [3]. Penninga also compares his results with
Lobo’s [23] and Montgomery’s [24] and concludes that the block Lanczos method by
Montgomery is much faster than both variants of the block Wiedemann method. In

2001, Yang and Brent [33] proposed an improved version of the Lanczos method capa-
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ble of running on parallel architectures. In addition, they present a theoretical model
of computation and communication phases, which provides a quantitative analysis of
the parallel performance of the algorithm. They selected Lanczos over GF(2). This
marked the beginning of an era of implementing sparse system solvers on parallel plat-
forms. The implementations reported in [28, 18, 16, 12] are focused towards systems
over GF(2). In 2004, Dan Page [26] implemented Lanczos algorithm over GF'(p) in a
distributed platform and suggested some useful technique to handle the large integers.
In the following section of this chapter we will describe thoroughly the working principle
of Wiedemann Algorithm along with its two different variants mentioned earlier and

also we will provide a brief description of Lanczos and the Conjugate Gradient methods.

2.4  The Wiedemann Algorithm

2.4.1 Introduction

Douglas Wiedemann’s [32] landmark approach to solve sparse linear systems over finite
fields provides the symbolic counterpart to non-combinatorial numerical methods for
solving sparse linear systems, such as the Lanczos method [6]. The problem is to solve
a sparse linear system, when the individual entries lie in a generic field, and the only
operations possible are field arithmetic; the solution is to be exact. This situation is
particularly possible while one is operating in a finite field only. Wiedemann presents
a randomized Las Vegas algorithm for solving a sparse linear system over a finite field.
Classically, he made a link to the Berlekamp-Massey problem [4] from coding theory
while using randomization at the same time. On input of an n x n matrix A given by a
so-called black box, which is a program that can multiply the matrix by a vector, and
of a vector b, the algorithm finds, with high probability in case the system is solvable, a
solution vector x with Ax = b. It is assumed that the field has sufficiently many elements
(say no less than 50n?log(n)). Otherwise one goes for a finite algebraic extension. So,

we are assuming here, the field is GF(p), where p is a large prime (it may be as big as
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512 bits). This assumption will ensure the sufficiency of elements in that field.

2.4.2 The Algorithm

We are given an m x n matrix B over prime field GF(p) with m > n to represent the
linear system:

Bx = u(modp) (2.1)

We assume that the equations are consistent and u is in the column space of B. The
computation of DLP demands the solution i.e. x to be unique, that is the matrix B
must be of full column rank. Here this requirement is ensured with a high probability
since the system is overdetermined [19]. Now, the Wiedemann algorithm is classically

applicable to systems of the following form:
Ax=Db (2.2)

where A is a square matrix of dimension n X n. In order to adapt this algorithm to the

case of finite fields, we transform Equation(2.1) to Equation(2.2) by letting
A= B'B, (2.3)
b = B'u (2.4)
where B! denotes the transpose of B.

Now we can apply Wiedemann’s method on the matrix A where A is an n x n square
matrix. One important point is that, unlike Lanczos here A need not to be symmetric
or positive definite. This is an advantage of the concerned algorithm over Lanczos’ one.

Now, the characteristic equation of A is
Xa(x) =det(zl — A), (2.5)

where [ is the n x n identity matrix. Calley-Hamilton theorem states that A satisfies
xa(z), that is , xa(A) = 0. Now, the set of all polynomials in K[z| satisfied by A

forms an ideal of K[x]. The monic generator of this ideal, that is, the monic non-zero
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polynomial of the smallest degree, which A satisfies, is called the minimal polynomial of

A and denoted as p4(z). Clearly, pa(z)|xa(z) in Klz]. Wiedemann Algorithm starts
by probabilistically determining p4(z). Let

pa(x) =2t — cq1x% — cqox® — L —cix — ¢ € K|[x] (2.6)

with d = deg(pua(x)) < n. Since pa(A) =0, for any n x 1 non-zero vector v and for

any integer k > d, we have :
Abv — g ARy — e ARy ARy = 0. (2.7)

Let v;, be the element of A*v at some particular position. The sequence vy, for k > 0,

satisfies the recurrence relation:
Vi = Cg—1Vp—1 + Cg_oUk_2 + .... + c1v1 + covp (2.8)

for all k& > d. Using the Berlekamp-Massey algorithm classically or by some other
appropriate algorithm we compute the polynomial C'(x) whose degree is d’ < d. But then
¥ C(1/2)|pa(z) € K[z]. After trying several such sequences (corresponding to different
position in v), we obtain various polynomials z¢ C(1/x) whose L.C.M. is expected to

give the minimal polynomial pi4(x).

In order that the Berlekamp-Massey algorithm works correctly in each case, we take
the obvious upper bound n for d, and supply 2n—1 vector elements vg, v1, ...., Vo, _1. This
means that we need to compute the 2n matrix-vector products A'v fori = 0,1,2, ...... 2n—
1.. Since A is a sparse matrix with O(n) non-zero entries, the determination of f4(x)
can be computed in O(nQ) time. (It is easy to argue that Berlekamp-Massey algorithm

performs a total of only O(n?) basic field arithmetic in a field K)

For computing a solution of Ax = b, we use pa(x) as follows. Putting & = d and

v =Dbin Eqn (2.7) gives:
A(AT D — cq 1 A% — g 9 AP — ... — ¢ Ab) = ¢b, (2.9)
that is, if ¢g # 0,it becomes:

x =y (AT D — g1 AT?b — cg_ 2 ATPb — . — 1 Ab) (2.10)
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which is a solution of Ax = b.The basic time-consuming task here is the computation of

the d < n matrix-vector products A’b for i = 0,1,2,....d — 1 which can be computed in

O(n?) time.

2.4.3 Finding Minimal Polynomial

Wiedemann’s method for solving a linear system is based upon linear recurrent se-
quences. Let ag,aq,as,.... be an infinite sequences of the elements which belong to a

field K and the first d terms are supplied as initial conditions. So, for all £ > d we have:
A = Cq_10k_1 + Cqg—2Qp_2 + ....... + Ccolp_q (2.11)
for some constant elements cg, cq, ..... ,Ci1 € K.

Wiedemann used the Berlekamp-Massey algorithm classically to find the minimal
polynomial which is essentially finding the co-efficients cg, ¢y, ....cq_1. This algorithm

uses basic polynomial arithmetics. Here we describe briefly, how that algorithm works.

Consider the generating function of the sequence ag, ay, as, ....:

G(z) = ap + a1z + asr® + ... + ag 127+ agrt + ag T+ (2.12)
= (ag + a1 + agx® + ... +ag x4+ adxd) + Z apx”. (2.13)
k>d
= (agp + a17 + agx® + ....... + ag_127 4 agr®)+
Z(Cd_lak_l + Cqg—oGg_o + ....... + Coak_d)fﬁk (2.14)
k>d
that is,

C(x)G(x) = R(x) (2.15)
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where R(z) is a polynomial of degree < d — 1, and
C(z) =1—cqg 10 — Cqox® — ........ — coxt. (2.16)
In order to compute ¢y, ¢y, ....cq_1, it suffices to compute C(x). Clearly, we can use
extended GCD algorithm as follows. Let us assume,

Alx) = ag + oz + as®® + ... + agg_1 2> (2.17)

Then, equation(2.15) can be re-written as:

C(z)A(z) + B(z)2** = R(x) (2.18)

for some polynomial B(x). These observations lead to the algorithm we are going to
describe next for computing the co-efficients cg, ¢1, ....c4—1 in equation(2.11), given the
first 2d terms ag, ay, ag, , ....... , asq4—1 in the sequence. The extended GCD computations
maintains an invariance of the form By (z)2z??+ C,(z)A(x) = Ry(z). Since the multiplier

Bj(x) is not needed, it is not explicitly computed.

The Iteration:(Berlekamp-Massey)

Let Ro(z) = 2®¢ and Ry (%) = ag + 12 + agx® + ... + agqg_12%¢!
Initialize Cy(z) = 0 and C4(x) = 1.
While(deg(Ry(z)) > d){
Let Q(z) = Ro(z)quotRy(x) and R(z) = Ry(z)remR; (z)
Update C'(z) = Cy(z) — Q(x)Cy(z).
Prepare for the next iteration:

Ro(z) = Ry(x),R1(z) = R(z),Co(x) = Cy(z) and Cy(z) = C(x).
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Divide C}(x) by its constant term.

Recover the coefficients cg, ¢y, ...... , Cq—1 from Cy(x)

Now, while analyzing Coppersmith’s block Wiedemann Algorithm [17], Kaltofen pro-
posed an algorithm which can be used to compute the minimal polynomial. This al-
gorithm can be used as a subroutine within the Wiedemann algorithm instead of the
earlier mentioned Berlekamp-Massey’s algorithm because essentially both of them are

doing the same thing in same running time O(d?).( if d iterations are involved)

As stated earlier, Wiedemann’s method is based upon linear recurrent sequences.

Now, we recall the equation(2.11) and re-write the equation as:

Cd—1
Cd—2
Ap—1 QAk—9 ... ak_d] = ag (219)

&1

Co

Using this relation for k =d,d+ 1,d + 2, ....,2d — 1, we write:

i 7 | Cd-1 Qq
Ag—1 ag—o2 ... Q1 agp
Cd—2 Qd+1
aq ag—1 D) aq .
= : (2.20)
1 a2d—2
asd—2 @a2d-3 --- Q4 Qd-1
B B Co a2d—1
Clearly, since the first 2d terms that is ag, aq, as, . .., asq_1 are known to us, solving
the above system will yield the solution as the values of the co-efficients cg, ¢y, ...... , Cq—1-

Now, to solve our system Ax = b, we need to solve the above system. But, one very

important thing is to notice the special structure the above matrix has. Every row is
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shifted one position towards the right with a introduction of a new element in its leftmost
position. This kind of matrix is called Toeplitz matrix. A Toeplitz matrix system can
be solved as efficiently as O(d?) running time. In his modified scheme, Kaltofen used
this technique to find the minimal polynomial of the matrix given as an input to the
Wiedemann’s method. We are going to explain the iterative scheme mainly proposed

by Levinson and modified by Durbin and Zehar.

We have a system as follows:

Tc=w. (2.21)

It is an n x n linear system with the 4, j-th entry of T is given by ¢;,_; € K (a function
of i — 7). Now, let us assume that the ¢ x ¢ sub-matrix sitting at the top left corner of

T is denoted by T, that is,

to t_1 t_o ... t—i—i—l
po_ | Bttt 0.22)
ticn tica tiz ... 1o

Clearly T = T™. Similarly, let w® denote the i x 1 vector obtained by the top i

elements of w ( we have w = w(™). We iteratively solve the system:

T = w®. (2.23)

for i = 1,2,3...,n. We also keep on computing and using two auxiliary vectors !

and 2’ satisfying :

(i 0,
N € L i
Ty ) — and ~ TWzM = | " (2.24)
07:_1 6(1)

for a suitable choice of the scalar € to be specified later. Here the superscript ) is
used to denote the i-the iteration. In an actual implementation, remembering the values

form only the previous iteration will suffice.
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For i = 1, we have toc; = w; which gives ¢V = (t5'w,), provided that ¢, # 0. We

also take y) = z(!) = (1) which implies that ¢!) = ¢,.

[teration(Levinson-Durbin’s algorithm)

Suppose that, we have already solved T®c® = w(®  and from this we want to find the

solution for T+l = w41 At this stage, the vectors y® and z(?, and the scalar

¢® is known. We can write:

T+ — 7@ =1 7O

' e
i+ | Y i+ | 0
T - O’i—l and T ) =
0 1
(gl .
where,
i 1 7
5( ) = o) [ti ti1 t1i| y()
and,
, 1 ,
C(H_l) = _E |:t,1 t,Q e t,li| Z(Z)~

we compute y*! and z'*! as linear combinations of
0
o _
, y A 0
y(z-‘rl) _ + g(z—‘rl)
0 (z)'
and, i i
, 0 4 y®
Z(erl) _ ' + C(Z+1)
z() 0

and

as !

(2.25)

(2.26)

(2.27)

(2.28)

(2.29)

(2.30)
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and this requires us to take

D) = (()(1 — gD D)), (2.31)

Finally we update the solution ¢ to ¢(t1) by noting that :

(3) (i) i+1 A
i (ST Z |V | 2w o (L_JUM)T(HUZ@“% (2.32)
0 p(+) elitt)
where,
D =t ] e®. (2.33)
that is,
(%) i)
i c Wiy1 — 1) i
cli+D) — + (—€(i+1) )z +D (2.34)

0

This solution vector ¢ contains the co-efficients from the equation 2.9. After recov-

ering the co-efficients, the solution to the original system is extracted similarly.

2.5 Lanczos Algorithnm

Like Wiedemann the Lanczos Algorithm is classically applicable to the linear system
Ax=Db (2.35)

but unlike Wiedemann, here A must be symmetric and positive definite. The standard

Lanczos algorithm solves equation (2.35) by starting with wg = b and iterating as

follows: -
w; = AWi_l — Z Cij W (Z > O) (236)
=0
where
wt A%w,;_

t .
ijW]
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until w; = 0 is obtained. It can be proved that,

wiAw; =0 (i # 7) (2.38)

Therefore, the vectors wg, wi, wWa, ..., w; are linearly dependent, viz. Z;‘:o a;w; =0
where, a; # 0. So, from equation (2.38) left-multiplying both sides yield a;w!Aw; = 0.
Since a; # 0, we have w; = 0 by positive definiteness of A. Now, let us assume k is the

first value of 7 for which w; = 0. We define

k—1 th
x=S"_2 4 (2.39)

7 "W
ijW]

then, from equation(2.36) and equation(2.37) we get,
Ax —b € {Awg, Awy, ..., Awy_1,b} C {wq,wy,..., Wi} (2.40)

By construction, we have wi!Ax = wib for 0 < j < k — 1. Therefore, we get, (Ax —
b)!(Ax — b) = 0, that is Ax = b. It is to be observed that the equations (2.36) and
(2.37) require adding suitable multiples of earlier w; for computing w;. The terms vanish

when j <7 — 2, because,

W;AQWi_l = (AWj)t(AWi_l)

k
= (Wis1+ Y ciprawn) (Awi )
=0
—0  (j<i-2) (2.41)

Therefore, by equation (2.38), equation (2.36) simplifies to,
Wit = Aw; — Cit1,iWi — Ci41,i—1Wi—1 (l > 1) (2.42)

where the co-efficients ¢;11; and ¢;+1,-1 can be computed as follows

Cit1: = W5<sz) (243)
and,
PAY )
Citli-1 = (Awi_,)(Aws) (2.44)

wi_(Aw;_1)
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2.6 Conjugate Gradient Algorithm

The Conjugate Gradient method was proposed by Hestenes and Stiefel[30]. This method
finds a solution to the equation Ax = b by updating x along conjugate direction vectors
pi, where A is a real, symmetric and positive-definite matrix. In this method, xq is

initialized with some random vector and also py and ry are set as follows,

po =19 =y — Axy

Then this method iterates as follows,

s; = Ap;
t

. r.r;
a; = 7

P;Si

Xiy1 = X + a;P;
rip1 =1; —a;8;

t
Ti1Tit1
t
r.r;

b, =

Pit1 = Tit1 + bip;

In these equations, r; is the residual vector, p; serves as the conjugate vector, and s;
represents the matrix-scaled direction vector. As in the Lanczos method, the solution
vector x is obtained when the iteration terminates. Termination occurs when r; = 0.
This requires < n iterations, where n is the number of variables in the given system of

equations.

2.7 Comparison among iterative methods
All the iterative solvers described in this section runs in OZnQ) time. It is the constant
term associated which distinguishes them. However, from above discussion, if we observe

them from a high level, it can be noted that the number of iterations in the Wiedemann
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algorithm is almost double than that of Lanczos algorithm. Also, the space requirement
is almost two times for the former case in comparison with the later one. But, the
combinatorial approach and flexibility which Wiedemann’s algorithm offers, draw our
attention to explore it from an implementation point of view. In the next few chapters
we will discuss the implementation issues of the algorithm along with the experimental

results both in sequential and parallel scenario.






Chapter 3

Sequential Implementation

3.1 Introduction

In this chapter we discuss the sequential implementation of Wiedemann Algorihm over
large prime field GF'(p) with its two variants which use Berlekamp-Massey and Levinson-
Durbin methods to find the minimal polynomial. We mention difficulties arouse while
implementing the algorithm and the technique by which those were fixed. A few modi-
fication techniques which were used in the implementation of Lanczos Algorithm[5] has
been implemented here too. But, the main theme of this chapter is to explore sev-
eral characteristics of two variants of the Wiedemann Algorithm from implementation
perspective. In the conclusion of this chapter we provide a comparative study of two

different variants from the experimental results with analysis.

23
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3.2 Storing the matrix

As a beginning step, the algorithm was implemented naively. That is, the matrix was
represented in normal two-dimensional array and vectors or polynomials were in one-
dimensional array. But, this kind of storage was found to be very inefficient when the
matrix is very sparse and has a large dimension( e.g. 10° x 10°). So, we needed some

data structure which would be advantageous in case of sparse matrix.

There are several techniques to store the sparse matrix efficiently. One of them is to
store the matrix as an array of triplets where each such triplet contains (data, rowno, colno).
Another technique is to represent the matrix in Compressed Row Format. In this tech-
nique three arrays are maintained. One of them contains data which are nothing but
the non-zero entries and these are stored row-wise. That is, in this format, storing is
done by moving in a row first. Whenever, the last non-zero element of a row has been
entered, the next row is processed. Another array is maintained to store the column
number corresponding to the non-zero entries. Another very important array is also
maintained, which is used to store the number of non-zero elements in a row cumula-
tively. So, the last array has smaller size compare to the first two as its size is only
equal to the number of row whereas size of the first two arrays is equal to the number
of elements. We used this scheme to implement Wiedemann algorithm. Because, we
noticed that, in this scheme the number of row elements is stored cumulatively which
is an important information while doing arithmetics over matrices. Also, storing in this
scheme requires lesser space as the size of the third array is smaller. There is another
format called Compressed Column Format which is very similar to the previous one.
The only difference is, while storing in this format we are moving across a column first,
storing the row number in the second array and the cumulative number of elements in
a column in the final array. Here we are providing an example how a matrix is stored

in CRS format and CCS format in figures 3.1, 3.2 and 3.3.
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10 0 O 0 -2
3 90 0 0
07 8 7 0
B =
3 0 8 0 5
0 8 0 —1 0
040 0 2

Figure 3.1: The Example Matrix B

val |10 -2 |13 |9 |7 |8|7|3|8|5|8|-1[4]|2
col_ind| 1 |5 |1[2[2|3[4|1[|3|5[|2]|42]5

row_ptr| 135|811 |13]15

Figure 3.2: CRS format of the matrix B

val [10 |3 (319|784 [8|8]|7|9|-2|5]|2
row ind| 1 |(2(4(23[|5]|6|3[4|3|5|11]416

col ptr|1[4|8]10|12]15

Figure 3.3: CCS format of the matrix B(same as CRS of BY)



3.3. Steps for implementation 26

Also, we have considered the fact that the entries of the vectors in this algorithm
belong to a generic field GF(p) characterized by a prime p which may be as large as 512
bits. So, the normal integer arithmetic would not support that. That is why we used

multiple-precision arithmetic using a library called GNU/MP [13].

3.3 Steps for implementation

The Wiedemann Algorithm consists of three major steps. It executes three different
iterations in those steps. After completing one step only the next step can be executed.
This idea is quite different from its competing algorithms e.g. Lanczos or Conjugate
Gradient method, in which everything takes place within one iteration. Now, we will

briefly describe those implementation steps.

3.3.1 Matrix-vector Multiplication

As a first step, we have to take a random vector v and pre-multiply it by the input matrix
A (recall from equation(2.3) A = B*B) to generate A'v iteratively fori =0, 1,....,2n—1.
To avoid matrix multiplications we compute A’v in the i-th iteration by multiplying the
matrix A and vector A*'v(which has already been computed in the previous iteration).
We maintain an array of vectors called A_V to store these products. A_V[i] denotes
the product A'v. Since Wiedemann algorithm converges with a very high probability,
storing only first few (say 5) elements of A_V[i] instead of the whole vector A_V[i]
should suffice. This optimization certainly saves a lot of space especially when the
dimension of the matrix is of the order of 10°. This step involves the costliest matrix-
vector multiplication. Also, here the range of the loop variable ¢ is twice the dimension

of matrix A where in case of Lanczos it is equal to the dimension.
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3.3.2 Finding the Minimal Polynomial

In the second step, Wiedemann algorithm finds the minimal polynomial by another
algorithm (two different algorithms has been used to do this task as described earlier
in section 2.3.3). This algorithm takes the first elements of the products computed in
the previous step and tries to find out the minimal polynomial. That is, it takes the
first elements of vectors A_Vi] (where i = 0,1,...,2n — 1) in order as the coefficients
of the input polynomial. Since, Wiedemann is a probabilistic Las Vegas algorithm [19],
it may be the case that the algorithm fails to find the minimal polynomial in the first
chance. If it is not found, it tries with the next elements of the vectors A_V[i] (where
i=0,1,...,2n —1). Since, it is a randomized algorithm there is a probability that it is
not found even after all the elements are given as input. Then we go back to the first
step and try with another random vector. But, for very large system the chance of not
founding is too small to consider. So, we can assume that it succeeds within the first

few trials.

3.3.3 Evaluating the solution vector

In the final step, after computing the minimal polynomial we evaluate the solution vector
by earlier mentioned formula (equation 2.10). This computation again involves the
costly matrix-vector multiplication accompanied by scalar-vector multiplication, vector
addition and subtraction. If the total execution time of the algorithm is considered, this
step is expected to be less costlier compare to the first step as the range of the loop
variable i is equal to the dimension of matrix A (viz. i« = 0,1,...,n — 1) that is half
of the range in the first step, though it is as costly as the first step considering a single

iteration.
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3.4 Special structure of matrix

Since the input matrix we are considering here comes from sieving step to solve DLP, a
few important characteristics can be observed in this type of matrices what we must take
into account. We have to consider the special structures of the input matrix. Classically
the Wiedemann Algorithm takes a square matrix as input. Since, the matrix B, which
is the output of the sieving step, is overdetermined, we have to pre-multiply B with B*
to make it a square matrix A (as explained in section 2.3.2). But, the problem with A is
that, it is not as sparse as B and so we lose the advantage of sparsity here. Further, the
time consumed by the matrix multiplication (B*B) is very large and therefore we always
want to avoid this costly operation here. To fix this, we rather keep the working matrix
as (B'B) instead of computing the product A explicitly, and store B* and B separately.
It is easy to get CRS (explained in the section 3.2) of B! as it is nothing but the CCS
of B.

First, we assume that the matrix B has dimension m x n. Now, the n columns of B
can be divided into two separate blocks considering the non-zero elements and density of
a column. The first ¢ columns are corresponding to the small primes in the factor base
(detail is available in the discussion of Linear Sieve Algorithm in [9]). The remaining
columns of B correspond to the 2M + 1 variables coming from the sieving interval. For
1 <4 < t, the i-th column empirically contains about ;—”i non-zero entries, (where p; is
the i-th prime). For small values of i, these columns are, therefore, rather dense. The
last 2M + 1 entries in each row contain exactly two non-zero entries which are —1. The
two —1 values may coincide resulting in a single non-zero entry of —2, but probability
of this event is insignificant and henceforth it is ignored in our subsequent discussions.

Each of the last 2M + 1 columns contains 2m/n non-zero entries on an average. For

m < 2n, this value is < 4.

From our observation it has been noted that almost three-fourth of the non-zero
entries of B are 4+1. Also, most of the remaining non-zero entries are found to be —1.

While multiplying a vector by B or B' ;the matrix entries +1 draw special attention. For
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example, if we consider a typical sum of the form ) _b,v, where b, denotes the non-zero
entries of B and v, are the entries of a vector, the addition of the product b,v, can be
replaced by the addition of v, if b, = 1 and by the subtraction of v, if b, = —1. Finally as
mentioned in [26] , an excellent strategy to speed up the matrix-vector multiplication is
to perform the modulo prime reduction after the entire expression ) b,v, is evaluated.
Since b, are single-precision integers, therefore, although, v, are general elements of
GF(p) and that is why are multi-precision integers, the word size of ) b.v, is only
slightly larger than that of the prime p, even when there are many terms in the sum
(like during multiplication by the first row of B', number of non-zero terms is half of

the size of the row ).

Again, it must be mentioned here, although the characteristics of the systems coming
from only the linear sieve has been considered here, these hold almost identically for the
systems generated from other sieving. If we observe the matrices generated from Cubic
Sieve [9], there will be exactly three —1 instead of two in the last 2M + 1 columns in
each row. In case of Number Field Sieve [22, 14|, the matrices generated do not contain
blocks of —1. They instead contain two copies of the block resembling the first ¢ columns
of linear sieve matrices. One of these blocks corresponds to small rational primes and
has small positive entries, whereas the other block corresponds to small complex primes
and has small negative entries. However, it is interesting that, in any case, most of the
non-zero entries of the matrices are +1. Therefore, the strategy we described in the

previous paragraph will be fruitful in those cases too.

3.5 Experiments and Results

In section 3.3 we have described the three steps in high-level for sequential imple-
mentation. Now, since we had estimated that, for the matrix having dimension of
2.2milion x 1.6milion, it will take more than one month for total computation, we

decided to measure time for one iteration in each step. Again, we have mentioned in
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section 3.3 that the next step can not start until the previous step is complete. There-
fore, we generated some random data to supply as input to the next step. Mainly, the
first step and the third step are dominated by costly matrix-vector multiplication and
these steps are common for both the implementations. So, we report the time taken for
this operation solely. But in the second step there are two different implementations, so
we report the total time taken in one iteration of second step separately. The primary
objective of this chapter is to analyze the results obtained from these two sub-algorithms

and compare their performances varying several parameters.

3.5.1 Modifications

First of all our target was to achieve the correctness. After achieving correctness for
comparatively smaller matrices we executed the experiment for a standard matrix of
dimension 2.2m x 1.6m. While handling this massive amount data, we faced a lot of
problem in managing memory and time simultaneously. It is important to mention
here that in the following modifications only the execution time of matrix-vector mul-
tiplication has been measured. Since it is the costliest operation and consumes most of
the total execution time, it is a good candidate for measuring time after implementing

various modifications.

Representing B! in CRS

At first, we represented B in CRS form and B! in CCS form. But, then the matrix-
vector multiplication B*(Bv) takes enormous amount of time which was making the
computation almost infeasible for large systems. Because, this operation normally takes
each row of matrix at a time whereas CCS stores the matrix column wise. So, we made
a modification that is we stored both B and B! in CRS form by generating the transpose
of B. Although the transpose operation is costly one, but since it works outside any

iteration, it does not affect the total running time significantly.
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Reducing Cache Miss

After the modification mentioned above, the execution time of one iteration of the
matrix-vector multiplication was taking approximately 22 second. But, there were a
lot of scope for improvement. Another very important improvement was to merge the
first two arrays viz. value and col ind of matrix and to represent them in one single
structure. This improved the running time a lot. The execution time of one iteration
of the matrix-vector multiplication came down to 12.5 sec. Actually, by representing
within one structure we reduce the probability of cache miss. Basically, our observa-
tions suggest that whenever we are accessing any value of the matrix, immediately, the
column index of that value is being accessed. That is why, this kind of representation

helps a lot in our implementation.

Using faster functions

In the matrix-vector multiplication, initially we used addition/subtraction and multi-
plication routines separately in GNU/MP. Later we replaced them with single add_ -
mul/sub_mul functions. These functions are lower level functions and work faster than
the previous functions. Also, this technique reduces number of functions in the loop.
This modification brings down the execution time of the first step from 12.5 sec to 10.82

sec

3.5.2 Results

After all these modifications, we did a few experiments taking a matrix of dimension
2.2mil x 1.6mal. First of all, we concentrated into the first part which involves mainly a
matrix-vector multiplication. We have taken four different primes of different size which
are given below. We report the execution time of one iteration of the first step with

respect to arithmetics in different fields characterized by these four primes. The results
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are shown in fig. 3.4.

Primeg

660122737328154591756994364686791621421435841
(45 digit)

Prime,

66012273732815459175699436468679162142143584200000000000000000000019
(68 digit)

Prime,

128979174777094747012094012710927409127091 7417094749471 7047104714714
9170947094770941704704974714971709417094701470821
(117 digit)

Prime;

925842416918996157077437639542304415337233709452846213414260851731447
0534489119835183448328128741818048424454918349563314641020251485996940
365595422378597

(154 digit)

After this experiment we look into the second step. Now, this step is different in two
different implementations. Since, the comparison of these two implementations is the
main theme of the thesis, we thoroughly investigate the algorithms and then implement
both of them. Due to unavailability of the whole data from the first step (as mentioned

earlier that completion of one step would take more than a month), we generate the input
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data randomly and use the same data for both Berlekamp-Maseey and Levinson-Durbin
algorithm. We execute the algorithms for different iterations. The results are graphically

provided in figure 3.5. Here, only the 154-digit prime field (Primes) is considered.



3.5. Experiments and Results 34

3.5.3 Observations and Analysis

Now, from fig. 3.5 we can see that, while the Levinson-Durbin (abbr. LVD) implemen-
tation takes more time in the later iterations than the earlier iterations, the Berlekamp-

Massey (abbr. BKM) implementation takes almost equal time in every iteration.

Size of Prime vs Execution Time (1st step)
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Figure 3.4: Size of Prime vs Execution Time in First Step

In case of LVD, the execution time in an iteration varies from 3.7 sec to 10.1 sec,
whereas in case of BKM, the variation is from 8.4 sec to 8.9 sec, which is pretty small.
It is interesting to notice that, in the earlier iterations, LVD performs much better than
BKM whereas it is opposite in the later iterations. Now, considering our experiments,
where five iterations has been chosen in almost equal distance, if we calculate the average
execution time in an iteration, LVD (average 6.75 sec) seems to perform better than

BKM (average 8.67 sec).
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Analyzing the behavior, discussed above, requires a thorough observation of the
algorithms. If we go back to section 2.3.3, we can clearly see that, BKM essentially
deals with polynomials having degree of maximum 2n. In each iteration, it computes
four polynomials viz. Ry, Ry, Cy, C;. Initially, the degree of Ry is 2n and that of R,
is 2(n — 1), whereas the degree of Cjy and C} are initialized to 0. In each iteration, the
degree of the polynomials Ry and R; decreases and that of Cy and C; increases. So,
it is clear that in each iteration it has to deal with polynomials of large degree. That

justifies the behavior we have seen in figure 3.5.

Comparative study of Execution Time in Different iterations
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Figure 3.5: Comparative execution Time in Different iterations

Now, if we consider the LVD algorithm, we can clearly see that it deals with vectors.
In each iteration it computes three vectors X, Y and Z and scalars &, (, e,n. The fact
is that, the scalars are calculated by the vector arithmetic from the X, Y, Z vectors

computed in the previous iteration. And, the most important thing to notice is that,
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the dimension of those vectors are always equal to the present iteration number. This
is the main reason for taking lesser time in the earlier iterations. Because, as in the
earlier iterations the arithmetic subroutines deal with smaller vectors, they compute

faster resulting in a smaller execution time.

3.6  Conclusion

In this chapter we report the sequential implementations of the two variants of Wiede-
mann Algorithm and compare their results. From the results and analysis we can con-
clude that, the LVD outperform BKM in finding the minimal polynomial when average
execution time is taken into account. We admit that, there are still scope to improve the
implementations. But, since, the improvement will affect both the variants simultane-
ously, we can speculate that, the conclusion will remain valid after those improvements.
Also the analysis is not only experimental. In fact, we have given a valid theoretical

reason to justify the behavior, which enforces our conclusion.






Chapter 4

Multi-Core Implementation

4.1 Introduction

From chapter 1 we remember that, our basic intention to solve a large sparse system
efficiently is to solve the Discrete Logarithm Problem in a feasible time. So, if we are pro-
vided with a parallel architecture, we must exploit the parallelism of the implementation
to achieve some considerable speed up over the sequential implementation. However,
now-a-days, parallel systems becomes quite affordable. So, efficient implementation can
not be completed without parallelization. In this chapter we are going to discuss our
effort to parallelize the Wiedemann algorithm. We will explore the difficulties and vari-
ous techniques to parallelize the implementation and also compare the parallelizability
of two variants of this algorithm. Recently, the paradigm of parallel computation has
shifted from commodity clusters to multi-core processors. A multi-core machine con-
tains P processing elements which is computationally equivalent to a cluster consisting
of P nodes (one CPU per node) with the added advantage of shared memory and at the
same time it eliminates the need of message exchange across machines, which results in a
significant degradation of performance. In this chapter, we discuss our implementations
along with the experimental results for both the variants of Wiedemann sparse system

solver on a standard eight-core platform.

38
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4.2 Parallel Implementation

With an intention to parallelize, after thoroughly observing the section 2.3 and 3.3,
we notice that, each iteration in every step is dependent upon the previous iteration
and further, each step depends on the previous one. So, the only way left is to paral-
lelize the basic arithmetic routines. The basic routines which we tried to parallelize are
matrix-vector multiplication (dominant in first and third step and the costliest one ),
vector-vector multiplication( second step of LVD), vector addition/subtraction(second
step of LVD and third step), scalar-vector multiplication(second step of LVD and third
step), polynomial addition/subtraction/multiplication (second step of BKM), copy vec-
tor/polynomial (second step of both and third step).

4.3 Load Balancing

Parallel architecture is beneficial only when each core (or processor) shares more or
less the same amount of computational load. Otherwise, in synchronization step some
processors wait a long period for some other to complete and henceforth the benefit of
parallel processing is lost. So, if an uneven distribution of load among processors are
found, explicit load balancing is necessary. Here, most of the subroutines mentioned in
the previous section are inherently parallelizable. That is if we equally distribute the
range of loop variable among the processors they are expected to do the same amount
of computations. As an example, if we apply this trivial load balancing technique to
vector-vector addition operation of two vectors having dimension d, then each of the P
processors handles exactly % elements. Most importantly, we should keep in mind that,
unlike matrices, the vectors and polynomials in this algorithm are dense. So, there is
no need of explicit load-balancing for those sub-routines which handle only vectors or

polynomials.
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4.3.1 Problem with trivial parallelization

The need of explicit load-balancing boils down to only one non-trivial operation that is
the matrix-vector multiplication. Now, we have mentioned in section 3.4, that instead
of multiplying (B*B) we keep it as it is and perform two successive matrix-vector mul-
tiplication viz. (B)(v) and B'(Bv). Now, we notice that, the number of elements in
each row of B does not deviate much from its average. But, in case of B! it is not true.
As described in section 3.4, the rows of B! which are nothing but the columns of B are
quite unevenly distributed. The first row is almost half-filled whereas the last 2M + 1
rows contain a very few number of elements. So, the second multiplication is not at all
parallelizable trivially. Special technique is needed to fix that. In fact, our experiment
(takes 1.34 sec for the first multiplication and 6.25 sec for the second in eight-core where
sequential takes 3.73 sec and 7.09 sec respectively ) with trivial parallelization supports

our speculation.

4.3.2 A non-trivial load-balancing

Now, since the matrix is very sparse and the non-zero entries are scattered through-
out the matrix following a pattern, we decided to distribute equal number of non-zero
elements to each processor. Using the Open MP library [1] which uses thread-level paral-
lelism, we have implemented the technique and achieved a considerable amount of speed
up (3.72 over 8-core). While, implementing this, we used the following technique. We
divided the total number of elements by the number of cores i.e. P. Since, we wanted to
give equal chunk of non-zero elements to each processor, the range of loop variable for
each thread is known to us previously. We precomputed the corresponding row number
for the starting value of the loop variable in each thread. While a thread starts working,
it needs the row number corresponding to the non-zero entry, and it finds that row
number easily from the precomputed table. Again, it is quite possible that, a particular
row is computed by two different threads. That case is handled carefully for starting

row and ending row of each thread. The results found are depicted in figure 4.1 and
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figure 4.2.

4.4  Memory Allocation

Although load balancing is the most important part, still there exist a huge scope of
modifications. Here, we have implemented a few of them. Since we are handling a very
large amount of data, accessing memory is a matter of concern. If the processors or
threads have to wait long for accessing memory, the benefit of parallelization is lost. So,

other modifications are intended to fix that problem.

4.4.1 Avoiding run-time memory allocation

The memory allocation is done using the standard malloc() command in C. But, as
mentioned in [5], we experienced that, malloc() maintains everything in a single heap.
Therefore, when a number of threads want to allocate memory at the same time, only
one get chance. Other threads have to wait until that one is finished with allocation.
This eventually degrades the performance heavily. So, we decided to allocate all the
memory beforehand. That is, before the threads come into action, all the necessary

memory are allocated.

4.4.2 Using lower-level functions

Initially, the implementation was done with standard GNU/MP [13] integer variable of
the type mpz_t. But, the subroutines in GNU/MP for handling mpz_t integers which
have prefix mpz__ allocate memory in run-time resulting degradation in performance.
So, to avoid this problem, instead of using mpz t integers, we used multi-precision
integers which are handled by mpn__ subroutines. Basically, we used mp_limb_t types

of variable which represents limbs rather than multi-precision integers. We used array
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of this limbs to store a multi-precision integer. These arrays were allocated beforehand.
Since the subroutines which handle mp_ limb t variables are very low-level functions
having prefix mpn__ (in fact mpz__ functions are written in GNU/MP [13] using these
lower-level functions), there is no chance of run-time memory allocation. Implementing
with mp limb t variables and mpn_ functions fixed the problem of run-time memory
allocation and at the same time made the implementation much more difficult. Because,
we had to handle the multi-precision integers by each limb and the interface of the low-

level functions prefixed with mpn__ are not at all user-friendly.

4.4.3 Avoiding copy-vector

Copy-vector turns out to be a costly operation because it is memory intensive operation
and that is why the probability of cache miss is quite high due to the large dimension
of vectors (elements of which are multi-precision integer). Therefore it does not respond
well in parallel scenario. So, whenever possible, the copy-vector operations are replaced
by simple pointer exchanges which executes in almost no time, although, in some cases

copy-vector is inevitable.

4.5 Parallelizing the second step

Now, we are going to discuss our effort to parallelize the second step of the Wiede-
mann Algorithm which essentially computes the minimal polynomial. Since, this step is
implemented sequentially with two different algorithms as discussed in chapter 3, also
in this chapter we discuss them separately. Once again, if we have a look into both
these algorithms (section 2.3), we find that, the candidate for parallelization are the
basic routines which has been mentioned in section 4.2. But, the costliest operation
i.e. the matrix-vector multiplication is absent in this step. In the following sections, we
describe the efforts to parallelize Levinson-Durbin(LVD) first and then we move ahead

to Berlekamp-Massey(BKM).
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4.5.1 Parallelizability of Levinson-Durbin’s algorihm

This algorithm deals with vectors. Actually, it solves a special kind of matrix viz.
Toeplitz Matrix system in O(n?) time. But, essentially in each iteration it computes
vectors X, Y, Z and scalars &, (,e,n from the vectors and scalars computed in the
previous iteration. It involves the basic vector arithmetics viz. vector-vector addi-
tion/subtraction, vector-vector multiplication, scalar-vector multiplication mainly. Also
we have used two more routines here: copy-vector and nullify-vector. Since the vectors
are dense as we have discussed in section 4.2, the trivial technique should work. There-
fore we parallelize each subroutine with trivial technique. But, since the operations like
vector addition/subtraction are quite memory intensive just like copy-vector, there are
a lot of cache misses. So, the speed-up obtained is quite low (< 3 in 8-core). Various
techniques may be adapted to reduce the cache miss which will certainly increase the

speed-up.

Avoiding Critical Section in Vector Multiplication

While parallelizing the vector-vector multiplication, in each iteration we have to atom-
ically update one shared variable because the result will be a scalar which is the sum
of all the products computed in each iteration. Now, to implement this, every thread
has to access the critical section in each loop. This eventually degrades the speed-up
because a number of times, more than one thread try to access the critical section and
thus except only one, the other threads have to wait. To remove this critical section we
implemented a different technique. Instead of using shared variable, we used a private
variable for each thread where the sum computed in a thread accumulates. And, when
the thread is finished with its computation we update the shared variable. In this tech-
nique, each thread needs to access the critical section only once after it is done with all
the multiplications. This technique increases the speed-up of solely this operation from

2.13 to 3.72 which obviously enhances the overall speed-up in this phase.
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4.5.2 Parallelizing Berlekemp-Massey Algorithm

While, the LVD algorithm deals with vectors, this one deals with polynomials. Although,
there is not much differences in representation between polynomials and vectors, dif-
ference lies among these algorithms which has already been discussed in a sequential
scenario in section 3.5.3. This algorithm uses basic operations of polynomials like addi-
tion, subtraction, copy, nullification etc. But the main difference lies in multiplication
which makes it harder to parallelize. Obviously, in case of polynomial multiplication,
each coefficient of one polynomial is multiplied with all the coefficients of the other.
Whereas in case of vector multiplication, an element of a vector is multiplied only with

the element of another vector having the same index.

Polynomial multiplication avoiding Critical section

Since, in naive polynomial multiplication algorithm a nested loop exists, in each iteration
of the inner loop, critical section is accessed by the thread. So, in this case, the critical
section accessing increases several times compare to the vector multiplication. In the
previous section we mentioned that in each iteration critical section is accessed once,
whereas in this case it is being accessed a number of times which is exactly equal to the
range of inner loop variable (which is nothing but the degree of the smaller polynomial).
Also, it is expected that, using critical section in the inner loop would never help to
increase the speed-up. So, we tried to avoid critical section by implementing a temporary
polynomial which is private to the thread. Each thread stores the output to its temporary
private polynomial. So, the number of the temporary polynomial should be equal to the
number of thread. After the computation, the entries of these polynomials are summed
up and stored in the product polynomial. This is also a costly operation which involves
a number (obviously equal to the number of threads) of polynomial addition. And,
this number of addition increases with the number of processors which overshadow the
benefit of parallelization and as a whole results significant degradation in performance.

Therefore, removing critical section using this technique, pays off a considerable cost.
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Implementing this technique, as speculated, we obtained a very little speed-up. So,
although this technique seems to work for the vector-vector multiplication, it does not

work good for polynomial multiplications. Therefore, we rejected this technique.

4.6 Experiments and Results

The experiments were carried out on an Intel® Xeon® E5410 dual-socket quad-core
Linux server. These eight processors run at a clock-speed of 2.33 GHz and support
64-bit computations. The machine has 8 GB of main memory and a shared L2 cache of
size 24 MB across 8 cores. The parallelism is achieved using free Open-MP[1] version

4.3.2. The multiple precision integer are handled using GNU/MP[13] version 4.3.1.

First, in figure 4.1, we present the execution time in first step with respect to the
number of cores. Since two matrix-vector multiplications in this step has different char-
acteristics as discussed in section 4.3, the execution time is shown separately along with
the total. The experimentations are done in the parallel scenario described above only
varying the number of processors involved. Then we provide the speed up we obtained
compare to the sequential implementation when different number of cores are involved.
The speed up is depicted graphically in figure 4.2. Here, again we present separate speed

up for two multiplications along with the net speed up.

Then we present the experimental results obtained from the second step. Here,
first we present the execution time of LVD algorithm varying the number of processors
involved. Since, we have seen from the analysis in section 3.5.3, it takes different times
in different iterations and the execution time increases with iteration number, so it
becomes necessary to show the results obtained from experiments in different iterations.
So, we experimented it for three iterations (first one,last one and the middle one) and
the results are shown graphically in figure 4.3. Then in figure 4.4 we show the results
obtained from the parallel implementation of BKM. As discussed in section 4.5.2, the

technique to avoid the critical section did not work. So, we rather left the polynomial
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multiplication operation un-parallelized and executed our experimentations.

Again, similar to the sequential case (like figure 3.5), we provide the execution time
obtained in different iterations for both LVD and BKM in 8-core platform to make a

comparative study in figure 4.5, and the corresponding speed-ups are shown in fig.4.6.
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4.7 Observations and Analysis

From figure 4.1 and figure 4.2 we get the performance of first-step which is mostly
dominated by the matrix-vector multiplication over multi-core platform. As discussed
in section 4.3, the first multiplication is easier to handle than the second one when
load-balancing is concerned. Also, in case of the first multiplication, the size of vector
is much smaller (1.6mil) compare to the second (vector size 2.2mil). It increases the
loop overhead which results in greater execution time and lesser speed-up for the second
multiplication. So, implementing the load-balancing technique described in section
4.3.2, we get better speed-up i.e. 4.72 for the first-multiplication compare to the second

one viz. 3.34 over 8-core.

Execution Time in Multi-core (First Step)

10 —O0— Plot_Total
-i1-- Plot_1st-Mult
4 =<0 Plot_2nd-Mult

Exectuion Time (sec)
(o))

N

0 IIII|IIII|IIII|IIII|IIII|IIII|IIII|IIII|IIII|

0 1 2 3 4 5 6 7 8 9
Number of Cores

Figure 4.1: Execution Time using different numbers of Cores (1st step)
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Also, from the speed-up trend, we observe that, the slope of the first one is much
steeper than the second one. So, second one is expected to saturate before the first
one. (According to Amdahl’s Law [15], the speed up in multi-core platform is always
upper-bounded by a certain limit, that is it saturates after reaching to a certain point
no matter how many cores are involved. In practical situations where, there exist some

portions of strictly sequential part which can not be parallelized, it always works.)
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Figure 4.2: Speed up obtained using different number of Cores (1st step)

Now, since our main objective was to provide a comparative study of Levinson-
Durbin’s method and the Berlekamp-Massey’s method, we will now try to analyze the
second step implementations. From figure 4.3 we find that, the LVD algorithm is more

parallelizable in the later iterations than the earlier iterations.
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Because, in the earlier iterations, the chunks which are handled by each thread are of
much smaller size because the vectors involved here are pretty smaller in size (discussed
in detail in section 3.5.3 ). And that is why, the loop overhead seems to be much more
significant which results in degradation in performances. However, the parallelization
works better in the last iteration which takes the maximum time. In figure 4.3, the
dashed curve showing the performance in the middle-most iteration can be considered

as the average performance graph.
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Figure 4.3: Execution Time using different numbers of Cores(LVD)

Now, analyzing figure 4.4 we can see that, BKM also shows some parallelizability
even after keeping the multiplications un-parallelized. In fact, from fig. 4.4 we can
observe that, in earlier iterations, the parallelization works much better than the later

iterations. This is because of the fact that the polynomial multiplication takes only 5%
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of total execution time of one BKM iteration in the first iteration whereas almost 20%
of total in the last one. Since for the time being we keep it sequential, according to
Amdahl’s Law [15], the parallelization evidently works better where it consumes lesser

percentage of time.

Execution Time in different iterations using BKM (Second Step)
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Figure 4.4: Execution Time using different numbers of Cores(BKM)

The comparison of execution time in different iterations of BKM and LVD has been
depicted in fig. 4.5 over 8-core. Further, the speed-up obtained in different iterations has
been shown in figure 4.6. We clearly notice that the parallelization works much better in
the later iterations in LVD whereas it is the opposite in BKM. Comparing the sequential
(figure 3.5) and parallel implementations (figure 4.5) we conclude that at present, in both
scenario LVD seems to perform better than BKM. Also, the parallelization of LVD seems
to be much easier as it responds to the techniques we used. Though, some innovative

techniques to parallelize the multiplication in BKM may produce better results in the
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later iterations, LVD seems to keep performing better even after that improvement when

averaging over all the iterations.

If we observe the speed-ups in figure 4.6, we can see that we can not achieve more
than 2.81 speed up using the trivial technique. This maximum speed-up is obtained in
the last iteration of LVD. For BKM, the result is even worse. The maximum speed-up
2.5 is obtained in the first iteration. A possible reason can be given from [5], which says

that operations like copy-vector are not at all parallelizable.

Comparison of Execution Time in different iterations using both LVD and BKM
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Figure 4.5: Comparative Execution Time of BKM and LVD in 8-core

Parallelizing effort is degraded by huge number of cache misses during the massive
memory accessing of these operations. This kind of memory intensive operations can
pull down the speed-up heavily. Now, in second step of Wiedemann Algorithm we find
a lot of memory intensive operations e.g. vector addition/subtraction, which degrades

the speed-up factor. The BKM is even worse in this matter. Not only a lot of inevitable
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copy operations are there, also the very memory intensive polynomial multiplication is
also present. And, our effort ( section 4.5.2) to remove the critical section from the

multiplication is found to be not at all fruitful.
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Comparison of Speed-Up in different iterations using both LVD and BKM
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Figure 4.6: Comparative Speed-up of BKM and LVD in 8-core

4.8 Conclusion

So, as a conclusion of the multi-core implementation it can be said that, the first step,
dominated by matrix-vector multiplication is found to be parallelizable using some load-
balancing technique. Better load-balancing techniques will surely raise the speed-up. At
least, we can say that it responds well in multi-core scenario. A better load-balancing
technique can be found in the multi-core implementation of Lanczos Algorithm[5] which
gives better speed-up. Since the most costly operation in Lanczos Algorithm is also the
same matrix-vector multiplication, we can adapt that technique which assigns different
weights to different non-zero entries according to their cost of multiplication and thus
provides an excellent speed-up (4.51 for the iteration of the whole Lanczos loop where

most of the time is spent computing the matrix-vector multiplication) in the same plat-
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form and using the same libraries.

But, the second step which finds minimal polynomial is found to be not quite re-
sponsive to parallelization. In fact, the LVD implementation, which is found to perform
better in the sequential scenario is also found to respond better than the BKM to par-
allelization. Since the vectors or polynomials which are active in this part are dense,
there is no non-trivial load-balancing issue. May be some good technique to make mem-
ory intensive operations faster to reduce the number of cache misses will improve the
parallelization of this step. Another important point we would like to mention here.
That is, here we did not experiment with the third stage. Basically, the third step is
mostly dominated by the costliest matrix-vector multiplication and a few other vector
addition/subtraction. All these routines are parallelized individually and nothing new

is there to experiment. So, we leave the third step from all our experimentations.






Chapter 5

Conclusion and Future Direction

In this thesis, we described the efficient implementation of the Wiedemann Algorithm
in sequential as well as in multi-core scenario. We investigated with two different algo-
rithms viz. Levinson-Durbin and Berlekamp-Massey which are used to find the minimal
polynomial and compared their results in sequential scenario. Also, we tried to explore
the parallelizability of these two algorithms and compared their responses in multi-core
platform. The main task of large sparse system solvers in GF'(p) is to solve the Discrete
Log Problem. The most promising algorithm to do this task i.e. Lanczos Algorithm
has been implemented in a multi-core scenario [5|. But, as a competing algorithm we
chose Wiedemann algorithm and tried to implement it differently. In fact Wiedemann’s
approach is a complete different one from that of Lanczos’. And, the flexibility, this

algorithm offers make it attractive to the researchers.

In this thesis, after describing the basic working principle of Wiedemann Algorithm
thoroughly, we move to sequential implementation. We implemented it with its two
variants mentioned earlier. In chapter 3 we described the implementation related issues
and problems we faced during implementations, along with the techniques by which
we overcame these. Then we provided results found from the experimentations and
compared the two variants from sequential point of view. Analyzing thoroughly, we

concluded with the superiority of Levinson-Durbin’s approach over Berlekamp-Massey’s.

o6
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In the next chapter viz. chapter 4, we described our effort to parallelize both the vari-
ants. The first step is found to have a good parallelizing potential after load-balancing
non-trivially. But, in the second step, most probably due to presence of several memory
intensive routines associated with a large number of cache miss, our effort was not so
fruitful. Yet, the Levinson-Durbin method is found to show better parallelizing potential

compare to the Berlekamp-Massey’s.

There are a lot of scope to improve over our approach. First of all, the load-balancing
technique we implemented here is not so good since we handle the non-zero entries
differently and different non-zero entry takes different time when multiplying with large
multi-precision integers. So, the technique described in [5] where each non-zero entry
gets an weight according to their cost of multiplication should be implemented. Also,
in [5], we can see that process-level parallelism was found to perform better compare to
the thread-level which we implemented here. So, process-level parallelization technique

may be tried here too.

Since we do not get good speed-up in the second step, and there is no load-balancing
issue, some techniques may be implemented to improve the parallelization of memory-
intensive routines. Some architecture-level analysis is needed. Also, we used the simple
naive polynomial multiplication routine here to implement the Berlekamp-Massey algo-
rithm. It can be replaced with better multiplication algorithm like Karatsuba or FFT.
But, it must be mentioned that, as depicted in figure 3.5, the iterations of Berlekamp-
Massey takes almost same time in each iteration. Further, the multiplication consumes
less than 5% of total execution time in sequential case. So, it is quite unlikely that, even
after implementing the fastest multiplication routine it can outperform Levinson-Durbin
when averaged over all the iterations. Still, we can try it with FFT multiplication as
it suits better for larger degree polynomials. After that, the parallelizability of that

routine should be investigated.

The results we have found here are inferior than the Lanczos implementation in

[5]. But since this algorithm is much flexible in a sense that it offers several choices
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in the second step, there are a lot of scope to improve the implementations. Also,
the excellent combinatorial approach makes it elegant theoretically. But at the same
time, its magnanimity in size makes it difficult for implementation. In limited time, we
initiated the process providing a comparison of two different implementations. Applying

more sophisticated techniques will definitely lead to better implementations in future.
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